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Abstract—We evaluate Forward Error Correction (FEC)
codes in the context of a novel routing protocol HDARP+ for
airborne networks. HDARP+ uses directional antennas and
dynamic FEC coding to avoid detection by adversaries. The use
of FEC coding is dynamic in the sense that different FEC codes,
or no FEC code, will be used depending on the relative position
of friendly and adversary aircraft. Due to the real-time
restrictions in airborne networks, encoding and decoding must
be fast and done through table lookup. Since we use table
lookup, the FEC codes must be short. We evaluate two types of
short FEC codes: Reed-Solomon (RS) codes, and FEC codes
found using greedy search (called GS codes). The results show
that the RS codes are better than the GS codes at handling error
bursts. However, the GS codes are more flexible when it comes
to finding attractive trade-offs between the code’s ability to
increase the number of the cases when hostile detection can be
avoided (related to the coding gain), the code rate and the
amount of memory required for implementing lookup tables.

This paper was originally presented at the NATO Science
and Technology Organization Symposium (ICMCIS) organized
by the Information Systems Technology (IST) Science and
Technology Committee, 1ST-209-RSY — the ICMCIS, held in
Oeiras, Portugal, 13-14 May 2025.

Keywords—forward error correction, avoiding detection,
routing, directional antennas, Reed-Solomon codes, dynamic FEC

I. INTRODUCTION

Radio communication between airborne platforms is
usually implemented using omnidirectional antennas.
However, omnidirectional antennas make it easy for an
adversary to position the sender. The defenders typically have
access to local infrastructure like ground-based radar stations,
which creates a superior Situation Awareness (SA) view of
their own territory. This means that the defenders have an
information advantage since they know the position and
velocity of the attacking aircraft; the attackers usually do not
know the position of the defending aircraft. To maintain this
tactical advantage as long as possible, it is important to avoid
disclosing one’s own position by emitting radio frequency
energy that may be detected.

The interest for directional antennas has recently increased
for military radio networks. There are several reasons for this:
the transmission range can be extended by focusing the signal
energy in the direction of the receiver, space multiplexing
based on different transmission directions and different angels
of arrival for incoming signals becomes possible, and the
directional antenna hardware makes it possible to selectively
jam adversary nodes. Therefore, future generations of military
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airborne platforms will employ directional antennas to a much
greater extent than today.

By using directional antennas and smart routing, it is
possible to avoid, or at least significantly hamper, detection by
adversary nodes. In a previous study we have defined and
evaluated a communication protocol HDARP (Hostile-
Direction Aware Routing Protocol — patent SE546522) for
radio communication using directional antennas [1].
Compared to existing directional antenna routing protocols,
HDARP reduces the risk for detection by adversary nodes
significantly. However, there are situations where detection
cannot be avoided unless one restrains from using radio
communication entirely. This problem has in the HDARP+
protocol been mitigated by introducing dynamic Forward
Error Correction (FEC) coding. In some cases, detection can
be avoided by reducing the radio energy when communicating
close to hostile nodes. However, reducing the energy when
transmitting the signal increases the Bit Error Rate (BER). In
HDARP+ the increased BER is compensated for by using
FEC codes dynamically depending on the situation.

Reducing the radio energy and compensating for this with
FEC coding in airborne networks has other advantages than
avoiding detection. For instance, reducing the transmitter
power output can extend the battery time in Unmanned Ariel
Vehicles (UAVs) with limited onboard power resources. This
is important since UAVs can solve many critical tasks in the
military as well as the civilian sector including disaster
recovery, traffic monitoring and battlefield surveillance.

The cost for using FEC is reduced effective bandwidth due
to the error correction bits, and the time and complexity
needed to encode and decode the FEC code [4].
Communication between airborne platforms, such as military
aircraft or mission critical UAVs, must be done in real-time,
and FEC encoding and decoding must be fast. This puts a
restriction on the FEC codes, i.e., the code blocks must be
relatively short so that encoding and decoding can be done
using table lookup. We evaluate two types of short FEC codes:
Reed-Solomon codes, and FEC codes that have been obtained
through a greedy search. The codes are evaluated using a
normalized Gilbert-Elliot channel with different degrees of
error bursts. The results presented here extend an initial study
on HDARP+ [27] in two ways: (i) by considering and
evaluating different types of FEC codes, and (ii) by using a
more realistic channel model that makes it possible to evaluate
the effect of different degrees of burst errors, which may for
instance happen due to physical channel impairments or due
to intentional actions like jamming.
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The rest of this paper is structures in the following way.
Section Il provides background about the HDARP protocol,
the relation between the Signal to Noise Ratio (SNR) and the
BER, Reed-Solomon codes and Hamming distances. Section
I11 discusses related work. The channel model and FEC codes
considered are presented in Section V. Section V presents the
results from the performance evaluation. The discussion is
presented in Section VI and the conclusions can be found in
Section VII.

Il. BACKGROUND

A. The HDARP and HDARP+ protocols

HDARP is a geographic routing protocol [2] for
directional antennas, that uses Situation Awareness (SA) data.
SA data contain information about the velocity and position of
all known friendly and adversary aircraft. SA data are
continuously updated and exchanged among the aircraft in the
network. The pilots need SA data to carry out their mission,
and the overhead for selecting appropriate routes in HDARP
is minimal, since SA data are needed by the pilots anyway.

The directional antenna can, using phasing and positive
interference, create a signal beam in the direction of the
receiver. The antenna system at each aircraft is arranged to
give 360-degree coverage. The width of the transmission
beam is 15-30 degrees depending on the design of the antenna.

Detection of message transmission can be achieved at
approximately three times the distance at which the message
can be received with an acceptable Bit Error Rate (BER).
Normally, the lowest Signal to Noise Ratio (SNR) value that
gives an acceptable bit error rate during radio reception is
considered to be 10 dB, i.e., SNRgs = 10 = 10logio(Ps/Pn),
where Ps is the average power during the transmission of a bit
and Py is the average power of the noise. For SNRgg = 10, we
get Ps/P, = 10. Consequently, the signal power is considered
to be on par with the noise power after a distance that is three
times as long as the distance where the SNR is 10 dB, i.e.,
10/3% = 1.11 = 1 (the signal power decreases proportional to
the square of the distance).

Fig. 1 shows three friendly (blue) aircraft and one
adversary (red) aircraft. Since the distance from A to the
adversary is less than three times the distance from A to C,
and since C and the adversary are almost in the same direction
from A (the direction difference is less than 15 degrees), A
cannot send a message directly to C if detection by the
adversary should be avoided. Since the HDARP protocol has
information about the location and velocity of all aircraft, the
protocol will route messages from A to C via B.

Adversary

ha

Fig. 1. Three blue aircraft (A, B and C). In order to avoid detection from
the adversary, communication from A to C must go through B.

Unfortunately, HDARP cannot avoid detection in all
situations. Fig. 2 shows two friendly aircraft (A and B) and
one adversary. If A needs to send a message to B, the message
must go directly from A to B since there are no other friendly
aircraft. The radio signals from A to B could be detected by
the adversary even if the SNR is too low to decode the radio
signals with a reasonable BER. Data on tactical links are
usually encrypted, which makes it impossible for an adversary
to interpret the content even if the BER is reasonable.

T~ Adversary

v

Fig. 2. If A needs to communicate with B and there are no other blue
aircraft, detection from the adversary cannot be avoided.

HDARP+ extends the HDARP protocol by using dynamic
FEC in situations where detection by an adversary cannot be
avoided in HDARP, e.g., situations like the one in Fig. 2. The
main idea in HDARP+ is to avoid detection by reducing the
transmission power in situations like the one in Fig. 2.
However, when the transmission power is reduced the SNR
decreases and the BER increases. To compensate for the
increased BER, HDARP+ uses FEC. Depending on the
relative distance between the receiver and the adversary we
can use different FEC codes. If we use a FEC code that can
correct many errors, we can reduce the transmission power
significantly and still keep an acceptable BER after error
correction, i.e., particularly important for UAVs operating in
challenging environments and over large areas with limited
onboard power resources. However, if we use a FEC code that
can only correct a small number of errors, the reduction of the
sending power needs to be more limited to keep the effective
BER after FEC at an acceptable level.

The use of FEC in HDARP+ is dynamic in two aspects:

e FEC coding is not always used. For instance, if B
wants to send a message to A in Fig. 2, no FEC is
needed since there is no adversary behind A that could
detect the transmission from B to A.

e The type of FEC code depends on the relative
difference distance between the sender and the receiver
and the distance between the sender and the adversary.

Fig 3. shows a group of | friendly aircraft (I = 4). We now
define the concept distance factor f. Based on SA data, each
aircraft maintains a table with I-1 distance factors fi. A distance
factor f; denotes the distance from the sender to the closest
adversary in the direction of node i (as seen from the sender)
divided with the distance from the sender (i.e., the node where
the table is maintained) to node i. Table I shows the distances
from node A to the other nodes in Fig. 3. This information is
part of SA data. Based on the values in Table I and the location
of the aircraft in Fig. 3 (adversary X is in the same direction
as B and adversary Y is in the same direction as C, as seen
from node A), node A will compute the following distance



factors: fs = 30/9 = 3.33, fc = 25/11 = 2.27, and fp = /12 = o0
(there is no adversary in the same direction as node D).

As discussed above, if fi > 3, no FEC is needed when
sending to node i. If fi < 3, some FEC is needed if the sender
should not be detected by an adversary. This means that in the
scenario shown in Fig. 3 node A will not use any FEC when
sending to nodes B and D, but some FEC will be used when
sending directly to node C. The exact values of fi when

different FEC codes should be used will be discussed later.

X

Fig.3. A group with four friendly aircraft (A, B, C and D) and two
adversaries (X and Y).

TABLE I. DISTANCE FROM NODE A TO THE OTHER NODES IN FIG. 3.
Node B C D X Y
Distance | 9 11 12 30 25

B. Relation between SNR and BER.

In general, the BER increases when the SNR decreases. If
we assume that the power of the noise follows the normal
distribution and Binary Phase-Shift Keying (BPSK)
modulation, we can use the Q-function [3][26] to calculate the
BER based on the SNR. Q(x) is the probability that a standard
normal random variable takes a value larger than x.

Q@) = 7=, e™du (1)

When calculating the BERsnr for a certain SNR = Py/Pj,
we set x = /2P, /B, in (1) [26].

2P 1

u2
BERgnR = Q( ', ) =——[pre zdu (2
n V2m /ﬁ
Pn

BERw = Q(v20) = = [ 25 ~**/?du = 3.87%10°. This
means that BER 3.87*106 corresponds to SNR 10 dB, which,
as discussed in Section I1.A, is considered to be an SNR that
gives an acceptable BER during radio transmission. Based on
this observation we have in our performance evaluations (see
Section V) used 1*106, 5%10° and 1*10° as the BERs after
FEC coding.

We are primarily interested in finding the SNR that
corresponds to a certain BER. In that case we need to use the
inverse Q* of the Q-function:

J2P./P, = Q(BER) (3)

The minimal SNR Py/P, that is required to reach a certain
BER is thus QY(BER)?/2.

C. Reed-Solomon Codes and Hamming Distances

One well-known FEC code is the Reed-Solomon (RS)
code [5]. RS codes operate on a block of data and achieve the
optimal (largest possible) minimum distance between
codewords of any linear code with the same block-length (the
Singleton bound [25]). RS codes use symbols where each
symbol is s bits long. Some symbols carry payload
information, and some symbols are used for error recovery.
Let k be the number of symbols in a block that carry payload
information and n be the total number of symbols in the block,
then t = n - k is the number of symbols used for error
correction. The standard notation for such a code is RS(n,k)
using s-bit symbols. An RS(n,k) code can correct up
to [t/2] erroneous symbols at arbitrary locations in the block.

For instance, an RS(7,5) code (witht=n-k=7-5 = 2),
can correct [t/2] = 1 symbol error in the block consisting of 7
symbols. If the symbol length s is 3, the length of each code
block is ns = 7*3 = 21 bhits. The code rate (i.e., the effective
bandwidth) is 5/7 = 0.71 of the original bandwidth, since there
are 5 payload symbols in a block of 7 symbols (2 symbols
carry error correction information). If we change the code
from RS(7,5) to RS(7,3) we increase the error correction
capabilities of the code, since two symbol errors can be
corrected (t =n - k=7 -3 =4). The cost for doing this is that
the code rate is reduced to 3/7 = 0.43. If we change the code
to RS(7,1), three symbol errors can be corrected. The cost for
doing this is that code rate is reduced to 1/7 = 0.14.

Long RS codes have better performance since they can
recover from many symbol errors while maintaining a
relatively high code rate. For example, in the NASA Voyager
program, transmission between the space craft and Earth used
RS(255,223) with one byte symbols. In that case, the message
consisting of 223 bytes could be recovered if at most 16 bytes
had errors during the transmission; the code rate was 223/255
= 0.87. However, sending long blocks is not a viable solution
in real-time communication between manned or unmanned
airborne platforms, since encoding and decoding becomes
time consuming, and since no part of the message can be
interpreted until all bytes have been received and decoded.

The Hamming distance between two binary code words x
and ¥ is the number of positions i where x (i) # y(i). If we
want to be able to correct one bit error we need to select a set
of code words such that the minimum Hamming distance
between any pair of code words is at least 3. If we want to be
able to correct two bit errors we need to select a set of code
words with minimum Hamming distance 5 between any pair
of code words, and if we should correct three bit errors the
minimum Hamming distance must be at least 7 [32].

I1l. RELATED WORKS

A. Routing Protocols in Airborne Networks

HDARP+ is a routing protocol for Flying Ad-hoc
NETwork (FANET). Oubbati et al. have done a survey of over
60 routing protocols for FANETs [14]. None of these
protocols consider the risk of being detected by adversaries,
which in the continuation can lead to several communication
threats, e.g., jamming. FANET is a special case of Mobile Ad-
hoc NETwork (MANET). Some popular routing protocols for
MANETSs are AODV (Ad-hoc On-demand Distance Vector)
[20], BATMAN (Better Approach To Mobile Ad-hoc
Network) [21], DSDV (Destination-Sequenced Distance-
Vector) [22], DSR (Dynamic Source Routing) [23], and



OLSR (Optimized Link State Routing) [24]. These protocols
have been compared to HDARP in radio networks with
directional antennas, and none of them could avoid adversary
detection to the same extent as HDARP [1].

Most studies on airborne networks do not consider the
implications that the presence of adversaries may have on
routing [15][16][17][18]. Lu et al. [19] consider routing using
directional antennas in ad-hoc networks with hostile nodes
called detection systems. However, the nodes in that study are
not mobile, and no FEC codes are used.

B. Dynamic Forward Error Correction

Dynamic FEC, in the form of RS coding, has been used for
video transmission over unreliable networks [7]. As discussed
in Section I1.C, long RS blocks have better performance, but
too long blocks can lead to intolerable delays in real-time
video transmission, e.g., in case of civilian disaster area
monitoring or military battlefield surveillance. Depending on
the (measured or estimated) dynamic BER, the size of the RS
code can be dynamically tuned. In order to estimate or
measure the dynamic BER, these video transmission systems
contain some kind of feedback from the receiver to the sender
[11][12].

RS codes can also be dynamic depending on the type of
video frame that is transmitted, e.g., Intra (1) frames are often
coded with a stronger FEC (i.e., with more error correction
information) than Predicted (P) frames [6]. Dynamic FEC
coding is also used to optimize video frame rates without
increasing data loss [8]. Wu et al. propose adaptive (dynamic)
joint source-FEC coding to maximize streaming video quality
over TCP in wireless networks [9]. A similar study done by a
partly overlapping group of authors looked at adaptive source-
FEC coding for surveillance video in wireless networks [10].

Herrero and St-Pierre suggest FEC coding in wireless real-
time 10T networks. Their algorithm dynamically balances the
activation of FEC coding based on traffic conditions to
optimize throughput and packet loss [13].

No study, except our previous initial study on HDARP+
[27], considers the use of dynamic FEC coding to avoid
detection by an adversary in a military context or malicious
device in a civilian scenario.

C. Research Gap

HDARP+ fills a research gap concerning how dynamic
FEC coding could be used to avoid detection by an adversary.
This paper extends our initial study on HDARP+ in two ways:
(i) by evaluating different types of short FEC codes, and (ii)
by using a more realistic channel model that makes it possible
to evaluate the effect of burst errors.

Compared to other studies of short FEC codes, the block
lengths considered in this paper (14-28 bits) are very short.
FEC blocks that are considered as short in other studies often
contain more than 100 bits [28][29]. It is thus clear that the
real-time communication requirements in airborne networks
and the table lookup technique used to meet these
requirements introduce restrictions (and possibilities) that
have not been thoroughly studied.

IV. CHANNEL MoODEL AND FEC CODES
A. Channel Model

Last bit

Last bit .
. transmitted
transmitted .
et incorrectly
y (Bit error)

py=p/(1+(q-1)p) > pi=p

Fig. 4. Normalized Gilbert-Elliot channel model.

Fig. 4 shows the normalized Gilbert-Elliot channel model
[30][31] used here. The model has two parameters: p and q; p
is the BER when the number of transmitted bits approaches
infinity. The parameter g (g > 1) controls the burstiness of the
bit errors. For g = 1 the model is memoryless, i.e., the
probability of a bit error is p irrespectively if the previously
bit was transmitted correctly or incorrectly. For larger g the
model becomes increasingly bursty since the probability of a
bit error is gpq if the previous bit was transmitted incorrectly
but only pq if the previous bit was transmitted correctly. The
model is normalized so that the probability to be in the state
Bit error is p irrespectively of g. To normalize pq we consider
the equation that states that the steady state probability of
being in the state Bit error should be p for all g and pq:

P =(1-P)pg + P(APg) = Pg = P/(1+(a-1)p) (4)

A program containing all equations presented in this
section (Section 1V) can be found on https://github.com/Lars-
Lundberg-bth/HDARP.

B. FEC Codes

We consider RS codes with seven 3-bit symbols, i.e., block
length 21 bits. The probability that all three bits in a symbol
are transmitted correctly depends on if the bit before the first
bit in the symbol was transmitted correctly or not. Let R,
denote the probability that a 3-bit symbol is transmitted
correctly when the bit before the first bit in the 3-bit symbol
was transmitted correctly and let Rs denote the probability that
a 3-bit symbol is transmitted correctly when the bit before the
first bit in the 3-bit symbol was transmitted incorrectly (R/r
stands for right/correct and F/f stands for fail/incorrect).

Rr = (1-pg)° 5)
Rr = (1-0pq)(1-pq)? (6)

The probabilities that a 3-bit symbol is transmitted
incorrectly are 1 - Ry and 1 - Ry depending on if the bit before
the first bit in the symbol was transmitted correctly or not.
Each of these two cases can be further divided into the case
when the last bit in the incorrectly transmitted 3-bit symbol is
transmitted correctly or not. Let Ff denote the probability that
the last bit in an incorrectly transmitted 3-bit symbol is
incorrect when the bit before the first bit in the 3-bit symbols
was correct and let F," denote the probability that the last bit
in an incorrectly transmitted 3-bit symbol is transmitted
correctly when the bit before the first bit in the 3-bit symbols
was transmitted correctly. Let Ff denote the probability that
the last bit in an incorrectly transmitted 3-bit symbol is
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incorrect when the bit before the first bit in the 3-bit symbols
was incorrect and let F denote the probability that the last bit
in an incorrectly transmitted 3-bit symbol is transmitted
correctly when the bit before the first bit in the 3-bit symbol
was transmitted incorrectly.

Fi" = 2pqg(1-po)(1-apq) + qpe*(1-apg) ™)
Fi = po(1-pa)® + AP*(1-pa) + Po*(1-apq) + A%ps°  (8)
Ff = pa(1-9pa)” + Apq(1-pa)(1-apa) + 4°Pe*(1-qpa)  (9)
F' = pa(L-po)(1-0pg) + 2aPc*(1-apq) + 4°pe® (10)

When using RS(7,5) with 3-bit symbols we transmit
payload information consisting of five 3-bit symbols, i.e., 15
bits of payload in each block of 21 bits. In this case the
information can be recreated if at most one of the seven
symbols have been transmitted incorrectly.

The probability that all seven symbols have been
transmitted correctly is R, or RiR/® depending on if the last bit
before the 21-bit RS(7,5)-block was transmitted correctly or
not. The probability that six symbols have been transmitted
correctly is 7R/SF" + R/8F,' + 6R,°R¢F, when the last bit before
the 21-bit RS(7,5)-block was transmitted correctly, and
BRSRF" + 5RRAF + RERF + ROF{ + RSRF{ when the
last bit before the 21-bit RS(7,5)-block was transmitted
incorrectly.

Let PR denote the probability that the information in
an RS(n,k)-block can be recreated when the last bit before the
RS(n,k)-block was transmitted correctly, and let PR3 denote
the probability that the information in an RS(n,k)-block can be
recreated correctly when the last bit before the RS(n,k)-block
was transmitted incorrectly. Table Il shows the expressions for
these probabilities forn =7 and k=1, 3and 5.

TABLE Il PROBABILITIES FOR P,?5("0 h) AND PS5,

Prob. Expression
PrRS(7'5) Rr7 + 7RrSFrr + RrSFrf+ GRrstFrf

We compare the RS codes with FEC codes that have been
obtained through greedy search. Since we use table lookup for
encoding and decoding, the error correction codes that we use
do not need to be linear or have efficient mathematical
formulas for coding and decoding. Table 111 shows the number
of code words found for different block sizes and Hamming
distances (the code for doing the greedy search is available on
https://github.com/Lars-Lundberg-bth/HDARP). The codes
that we have found are characterized by two parameters: the
block length m bits and the Hamming distance h between the
code words. For h = 3 we can correct one bit error, forh =5
we can correct two bit errors, and for h = 7 we can correct
three bit errors. Let GS(m,h) denote a code found using greedy
search with block length m and Hamming distance h.

Let P, denote the probability that the information in
the GS(m,h)-block can be recreated when the last bit before
the GS(m,h)-block was transmitted correctly, and let P{Smn
denote the probability that the information in the GS(m,h)-
block can be recreated when the last bit before the GS(m,h)-
block was transmitted incorrectly. Table IV shows the
expressions for these probabilities forh =3, 5and 7.

Let PCSMN denote the probability that the information in
the GS(m,h)-block can be recreated correctly. Due to the
normalization of pq (4) we get:

pGS(m,h) - pprS(m,h) + (1-p)PrGS(m'h) (12)

TABLE III. NUMBER OF CODE WORDS FOR GS(m,h) FOR DIFFERENT
BLOCK LENGTHS (M) AND HAMMING DISTANCES (h).

PRS(5)

RRE + 6RIRF, + 5RRPF{+ RARF/ + RF{ + RORF/

P RS73)

PRI+ 21RF,7 + 30RRF,F, + 6ROF/F, +
10RARAF,2 + SRARF,? + 6R°F/F( +R°F/F{ +
5R ‘R F{

P fRS(7,3)

PR+ 15RRF,”? + 20RR7FF + SRR,/ F, +
BRIRAF 2 + 4RRPF2 + BRRAFFf + RRAFF{ +
4Rr3Rf2FrfFff+ GRrSFfrFrr + !'.-)RrARfFfrFrf + RrSFfrFrf +
5RRF(F"+ 4RREFF{ + RARFF{ + ROF(F{ +
R,4RfFff2

PRSTD | PRI + 35R *F, P+ 60RRF,F,? + 15R*FF 2+
30RARAF,F,"+ 20R°RiF/F+ 30R*FF(F +
20RRFF{F+ BRAFF(F/ + 4RRFFS + 6RRAF 5+
20RARF2F( + BR"F 2F( + 12R2RPF 2F{+ 8RR *F{
+5R/F/F(F + 4R R F{*+ R/F,F?

P09 + 20RRAF + 30RRAFF, + 10RREFi? +
15R/F{F,? + 10RRiF{F,? + 12R.RAF2F, +
12RPRAFPF"+ 4R RIF(?F, + 40RRIFF(F/ +
5Rr4FrfFfrFrr + 24Rr2Rf2FrfFffFrr + 8Rr3RfFrfFffFrr+
5RAF(F(F + R{F° + 3RRFF, 2 + 18R ARAF 2 +
8RARFPF( + ORRAF2F{ + 9RRAF2F{ +
16RARFF(F{ +2R*F/F{F{ + 5R/F/F2+
9RRAF 2+ 3RRFF?+ RARFS + RAF(Ff?

PRST.D)

Due to the normalization of pq (4) the steady state
probability of the channel being in state Bit error is p for all
values of g. Let PRS("X denote the probability that the
information in a RS(n,k)-block can be recreated.

PRS(n,k) - prRS(n,k) + (1_p)PrRS(n,k) (11)

Block length Hamming distance
in bits (m) h=3 h=5 h=7
14 1024 64 16
15 2048 128 32
16 2048 256 32
17 4096 512 64
18 8192 512 128
19 16 384 1024 256
20 32768 2048 512
21 65 536 4096 1024
22 131072 4096 2048
23 262 144 8192 4096
24 524 288 16 384 4096
25 1048576 32768 4096
26 2097 152 65 536 4096
27 4194 304 131072 8192
28 8 388 608 262 144 8192
TABLE IV. PROBABILITIES FOR P,®5M™M ) AND PSS,
Prob. Expression
PrESM3) | (1-pg)" + (M-1)Pq(1-0Pg) (1-pe)™ + Pg(1-pg)™
PyeSm3) (1apq)(§£q)m‘)1 * (m-2)(plq(1-q)lcqu)z(l)-pqz)”"3 +
Pq(1-9pg)(1-pg)™ + gpg(1-gpg)(1-pg)™
GS(m,5) PrGS(m‘B) ) 2 1- 1 m-3
i (0 2 o (L (R +
(M-2)pe*(1-qpg)(1-py)™ + gpq*(1-pg)™
P{GSm5) PfGS(“Z”'S) + (m-3)(m-42pq2(1-qpq)3(1£pq)’“‘5/22+ .
ngqz ((]:-I-‘qlc’q))((jil-'pq))m-3 +(2(rg)'3)2(1(§’-q (1')%?114-) (Ji_pf)m- +
4Pq"(1-9pg)(1-pg) ™+ (M-3)Pg*(1-0Pg)“(1-Pg)™
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C. FEC Code Metrics and Distance FactorMetrics
We compare the FEC codes using three metrics:

e Channel BER p for FEC code and effective BER p’
e Code Rate
e Memory Requirements

Let r denote the number of bits in a FEC code block that
contain payload information (the other bits in a FEC code
block are used for error correction). For RS(n,k) with 3-bit
symbols, r = 3k. Let |GS(m, h)| denote number of code
words for GS(m,h); r =log,(|GS(m, h)|), for the GS(m,h)
codes considered here.

Let BER-ch(FEC-code, p’, q) denote the channel BER p
(see Fig. 4) corresponding to the effective BER p’ after FEC
coding for the Gilbert-Elliot channel considered here.

BER-ch(FEC-code, p’, q) is the channel BER p for which
p’ =1 (PFECode)lr For instance, when p = 0.001 and g = 1,
we get PRS(9) = 0,99981325 (see Eq. (11) and expressions in
Table II). This means that the probability that we can transfer
15 bits of payload information correctly using RS(7,5) is
0.99981325, i.e., (1-p)*® = 0.99981325 where p’ is the
effective BER using RS(7,5). This means that p” = 1 -
0.99981325Y15 = 1.245*10°. Therefore, BER-ch(RS(7,5),
1.245*10, 1) = 0.001. This means that for q = 1, a channel
with BER p’ = 1.245*10° and no FEC coding corresponds to
a channel with BER p = 0.001 and RS(7,5) coding.

Let CR(FEC-code) denote the code rate for a FEC code.
CR(FEC-code) = r/m (13)

Due to the strict real-time requirements of airborne
platforms communication (within both civilian and military
domains), encoding and decoding must be done using table
lookup. The sizes of the tables for encoding and decoding
define the memory requirements for the FEC code. For
encoding r bits of payload information in a FEC block
consisting of m bits one needs a table of size 2"[m /8] bytes.
For decoding payload information consisting of r bits ina FEC
block of length m one needs a table of size 2™[r /8] bytes.

Let MR(FEC-code) denote the memory requirements of a
FEC code with block length m bits containing r bits of payload
information.

MR(FEC-code) = 2'[m/8] bytes + 2™[r /8] bytes (14)

We are interested in the relation between the FEC codes
and the distance factors defined in Section I1.A. As discussed
in Section 11.A, the signal power Ps is considered to be on par
with the noise power P, when Ps/P, <1.11. The signal power
Ps(x) at distance x from the sender is P’s/x? (P s is the signal
power at distance one from the sender). As before, p’ is the
acceptable BER after FEC coding. BER-ch(FEC-code, p’, ¢)
denotes the channel BER needed to obtain p’ for a given FEC

TABLE V.

code and burstiness g. In Section 11.B we saw that the minimal
Ps/Pn that is required to reach channel BER p is Q%(p)?/2.

Let x; be the distance from the sender to the friendly
aircraft and x, be the distance between the sender and the
closest adversary aircraft in the direction of the friendly
aircraft, i.e., the distance factor f is Xa/x: (see Section II.A). We
would like to have an effective BER p’ after FEC coding
between the sender and friendly aircraft and a maximum
Ps(Xa)/Pn of 1.11 to avoid detection. To obtain p’ at distance x¢
and burstiness q using a certain FEC code we need a channel
BER p = BER-ch(FEC-code, p’, ). From the Q*-function we
get that Ps(x1)/Pn = QX(p)%/2 (see Eq. (3)). We thus get:

Py(Xa) < 1.11Ps(x)/(Q"(BER-ch(FEC-code, p’, ¢))%2) (15)
Since Ps(x) = P’s/x? we get:

Xa2Ix? > QYBER-ch(FEC-code, p’, ¢))%2.22 - distance
factor f = xa/x > QY(BER-ch(FEC-code, p’, ¢))N2.22 (16)

This means that as long as the distance factor f meets the

restriction f> Q(BER-ch(FEC-code, p’, ¢))/v2.22 detection
by an adversary can be avoided.

V. PERFORMANCE EVALUATION

As discussed in Section I1V.C, three performance metrics
for the FEC codes have been evaluated:

e BER-ch(FEC-code, p’, )
e CR(FEC-code)
e MR(FEC-code)

The BER-ch(FEC-code, p’, q) for the three RS(7,k) codes
are shown for four different values of g and three different
values of p” in Table V. The table shows that the channel BER
that corresponds to the effective BER after FEC coding
increases when k decreases in RS(7,k). The reason for this is
that more symbol errors can be corrected when k decreases
from 5 to 3 and then to 1. When more symbol errors can be
corrected, we can obtain a low effective BER after FEC
coding also when the channel BER (without FEC coding) is
relatively high. The ratio between the channel BER and the
effective BER is often referred to as the coding gain for the
FEC code, i.e., p IBER-ch(FEC-code, p’, g) is the coding gain.

The table also shows that the channel BER that
corresponds to the effective BER increases when the effective
BER increases, which is rather obvious. However, it can be
noted that the coding gain decreases when the effective BER
increases, i.e., the maximum channel BER grows slower than
the acceptable effective BER. Table V shows that the channel
BER decreases somewhat when ¢ increases. This means that
the coding gain of the RS codes considered here decreases
when q increases, i.e., the codes perform worse when the
errors tend to come in bursts.

CHANNEL BIT ERROR RATE p FOR FEC CODE AND EFFECTIVE BIT ERROR RATE p’ =10, 5*10° AND 10° (BER-CH(FEC-CODE, p, Q)).

FEC
Code

p’ =10°

p =5*10°

p’ =10°

g=1 q=2 g=5 g=10 g=1 g=2

g=5 q=10 g=1 q=2 qg=>5 g=10

RS(7,5) | 0.00028 | 0.00027 | 0.00026 | 0.00024 | 0.00063 | 0.00062

0.00059 | 0.00055 | 0.00089 | 0.00088 | 0.00084 | 0.00079

RS(7,3) | 0.00213 | 0.00207 | 0.00193 | 0.00176 | 0.00367 | 0.00357

0.00333 | 0.00305 | 0.00465 | 0.00453 | 0.00423 | 0.00388

RS(7,1) | 0.00579 | 0.00557 | 0.00507 | 0.00453 | 0.00874 | 0.00842

0.00771 | 0.00693 | 0.01044 | 0.01007 | 0.00925 | 0.00836




1,4
1,3
1,2
1,1

0,9
0,8
0,7
0,6

1,4
1,3
1,2
1,1

0,9
0,8
0,7
0,6

14
1,3
1,2
1,1

0,9
0,8
0,7
0,6

RS(7,5) vs GS(m,3) RS(7,3) vs GS(m,5) RS(7,1) vs GS(m,7)
p’ =0.000001

1,4 1,4

1,3 1,3

1,2 1,2

1,1 1,1

1 1

0,9 0,9
\ 038 \ 08

0,7 0,7

0,6 0,6
14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28

p’ = 0.000005

1,4 1,4

1,3 1,3

1,2 1,2

1,1 1,1

1 1
\ 0,9 0,9

0,8 \ 0,8

0,7 0,7

0,6 0,6
14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28

p’=0.00001

1,4 1,4

1,3 1,3

1,2 1,2

1,1 1,1

1 1
\ 0,9 \ 0,9

0,8 0,8

0,7 0,7

0,6 0,6
14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28 14 16 18 20 22 24 26 28

g=1 q=2 q=5 q=10

Fig. 5. The three columns show the ratios BER-ch(GS(m,3), p’, ¢)/BER-ch(RS(7,5), p’, ¢) , BER-ch(GS(m,5), p’, ¢)/BER-ch(RS(7,3), p’, ¢) and
BER-ch(GS(m,7), p’, ¢)/BER-ch(RS(7,1), p’, ¢) as a function of m for three different effective BER p’ (one p’ for each row) and four different g.

Fig. 5 shows three ratios:

BER-ch(GS(m,3), p’, ¢) / BER-ch(RS(7,5), p’, q)
In this case we compare the required channel BER
when one bit error can be corrected with the required
channel BER when one symbol error can be
corrected. This ratio is shown in the left column.

BER-ch(GS(m,5), p’, ¢q) !/ BER-ch(RS(7,3), p’, q)
In this case we compare the required channel BER
when two bit errors can be corrected with the required
channel BER when two symbol errors can be
corrected. This ratio is shown in the middle column.

BER-ch(GS(m,7), p’, ¢q) / BER-ch(RS(7,1), p’ ¢)
In this case we compare the required channel BER
when three bit errors can be corrected with the



required channel BER when three symbol errors can
be corrected. This ratio is shown in the right column.

Fig. 5 shows that compared to the GS codes the RS codes
perform better when q is large, i.e., when the errors come in
bursts. The reason for this is that the RS codes use 3-bit
symbols, and it does not matter if 1, 2 or all 3 bits in a symbol
are transmitted incorrectly. In this way the RS codes can
handle (short) error bursts.

To fully appreciate the information if Fig. 5 one should
compare the ratios shown in that figure with the code rate and
memory requirements of the FEC codes. These values are
shown in Fig. 6 and Fig. 7, respectively.

Fig. 6 shows the code rates (CR(FEC-code)). The x-axis
shows the number of bits m in the GS(m,h) code. The code
rates for the RS codes do not depend on m (these codes have
21-bit blocks); the RS codes are included to make it easier to
compare the codes.

Fig. 7 shows the memory requirements for the FEC codes
(MR(FEC-code)). Again, m is on the x-axis. The memory
requirements for the RS codes are independent of m but are
included to make it easier to compare the codes.

Fig. 6 shows that the code rate for RS(7,1) is much lower
than the code rates for the other codes. In general, one usually
compares the coding gain for codes with similar code rates.
Since the code rate for RS(7,1) is much lower than the code
rates for GS(m,7), the right column in Fig. 5 does not give an
entirely fair comparison. In fact CR(GS(m,7)) > CR(RS(7,3))
when m > 19. This mean that it would be relevant to compare
BER-ch(GS(m,7), p’, q) with BER-ch(RS(7,3), p’, q), i.e.,
compare the case with being able to correct three bit errors
with the case of being able to correct two symbol errors. Fig.
8 shows this comparison for p’ = 5*10°6. The figure shows that
the coding gain is significantly higher for GS(m,7) than for
RS(7,3) also when m > 19 and q is large. When looking at Fig.
6 we see that m = 23 is the coding rate maximum for GS(m,7).
Fig. 7 shows that the memory requirements for m = 23 are less
than 20 Mbytes. Fig. 8 shows that the required channel BER
p is between a factor 3.7 (g = 1) to 2.4 (q = 10) higher than the
required channel BER p for RS(7,3) when we want to achieve
an effective BER p’ of 5*10°. This means that GS(23,7) is an
attractive alternative to RS(7,3). The only disadvantage is that
the memory requirements are higher for GS(23,7).

When looking at figures 5, 6 and 7, it is clear that GS(14,3)
is an attractive alternative to RS(7,5) when q is small. Fig. 5
shows that GS(14,3) has a higher coding gain than RS(7,5) for
g=1and q = 2. Fig. 6 shows that the code rate for GS(14,3)
and RS(7,5) are the same and Fig. 7 shows that the memory
requirements for GS(14,3) are smaller than for RS(7,5).
Figures 5, 6 and 7 also show that GS(17,5) is an attractive
alternative to RS(7,3). Fig. 6 shows that the code rate for
GS(m,5) has a local maximum at m = 17. Fig. 5 shows that for
g =1and g = 2, GS(17,5) has a higher coding gain than
RS(7,3). Fig. 7 shows that the memory requirements are
smaller for GS(17,5) than for RS(7,3).
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Fig. 6. Code rates for the FEC codes — CR(FEC-code).

1E+09
100000000 /
10000000
1000000 ~
100000 /
10000
14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
—GS(m,3) GS(m,5)
GS(m,7) RS(7,5)/RS(7,3)
—RS(7,1)

Fig. 7. Memory requirements (in bytes) — MR(FEC-code). N.B.
Logarithmic y-axis; MR(RS(7,5)) and MR(RS(7,3)) are (almost) the same.
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Fig. 8. BER-ch(GS(m,7), 5*10°, ) / BER-ch(RS(7,3), 5*10°, ).

Fig 9 shows the minimal distance factors required for
avoiding detection by adversaries for different p’, g and FEC
codes (these values are obtained from Eq. (16)). The figure
shows the distance factors for the three RS codes considered
and for three attractive GS codes: GS(14,3), GS(17,5) and
GS(23,7). As discussed before, Fig. 5 shows that the RS codes
are better than the GS codes at handling error bursts (high g
values). In Fig. 9 we see that this is reflected in the distance
factors, i.e., the difference between q = 1 and q = 10 is larger
for the GS codes than for the RS codes. In general, the distance
factor decreases when BER-ch(FEC-code, p’, g) increases.



p'=0.000001
2,5
2
1,5
1
RS(7,5) RS(7,3) RS(7,1) GS(14,3) GS(17,5) GS(23,7)
p'=0.000005
2,5
2
1,5
1
RS(7,5) RS(7,3) RS(7,1) GS(14,3) GS(17,5) GS(23,7)
p'=0.00001
2,5
2
1,5
1
RS(7,5) RS(7,3) RS(7,1) GS(14,3) GS(17,5) GS(23,7)

q=1 q=2 q=5 g=10

Fig. 9. The distance factor f for different p’, g and FEC codes.

VI. DISCUSSION

Using FEC coding in HDARP+ increases the number of
cases when it is possible avoid detection by an adversary, e.g.,
the case shown in Fig. 2. Each combination of FEC code,
effective BER p’and channel burstiness g, define a lower limit
on the distance factor for which undetected communication is
possible (see Eg. (16) and Fig. 9). A low distance factor
extends the range for undetected communication. For
instance, in Fig. 9 we see that as long as the distance factor f >
Q(BER-ch(GS(23,7), 1*10° 1))/ v2.22 = 1.5, we can
communicate without being detected. This is a significant
extension of the range for undetected communication
compared to distance factor 3, which is what we get without
and FEC coding (see Section Il.A). The cost in terms of
reduced code rate and memory requirements for GS(23,7) and
the other FEC codes considered here are shown in figures 6
and 7. HDARP+ can use different FEC codes depending on
which trade-offs between distance factor, code rate and
memory requirements that are considered attractive.
Additional benefits are also present in the form of increased
tolerance towards interference/jamming and more efficient
utilization of onboard power resource on smaller platforms
like UAVs

Due to the real-time requirements in airborne networks,
encoding and decoding must be done through table lookup.
Using table lookup puts a practical restriction on the length of
the FEC block, since long FEC blocks require large lookup

tables. We have considered block lengths up to 28 bits, which
roughly corresponds to tables sizes up to 1 Gbyte. Besides fast
encoding and decoding, using lookup tables has the additional
advantage that the FEC codes that we use do not need to have
efficient mathematical formulas for coding and decoding. This
increases the number of FEC codes that could be considered,
and one can explore techniques such as the greedy search used
here for finding the GS codes.

The main advantage of the RS codes compared to the GS
codes is that the RS codes handle error bursts better. The
reason for this is that the RS codes use 3-bit symbols.
However, it turns out that the coding gain of some GS codes
(e.9., GS(23,7)) outperform the coding gain of some RS codes
(e.g., RS(7,3)) also for relatively bursty channels (see Fig. 8)
even though the code rate for GS(23,7) is higher than the code
rate for RS(7,3). In general, long RS codes are better at
handling burst errors. However, encoding and decoding long
codes cannot be done using table lookup.

Compared to the RS codes, the GS codes are more flexible
in terms of block length and the number of errors that can be
corrected. For instance, if one would like to increase the
coding gain (as reflected by p /BER-ch(FEC-code, p’, q)) one
can easily modify the greedy search to find a set of code words
with Hamming distance 9 that could correct four bit errors.
The cost for the increased coding gain is reduced code rate.
By using the formulas (with some extensions to handle more
than three bit errors) and the methodology presented here, the
trade-offs between coding gain, code rate and memory
requirements can easily be explored. The programs available
on https://github.com/Lars-Lundberg-bth/HDARP could be
used for this and similar purposes.

One can use different FEC codes for different distance
factor intervals. For instance, for channels corresponding to g
=1, we could use no FEC when f> 3, GS(14,3) in the interval
3 >f> 21, and GS(23,7) in the interval 2.1 > f > 1.5. The
corresponding code rates would in that case be 1 when f > 3,
0.71 for the interval 3 > f> 2.1, and 0.52 for 2.1 > f> 1.5.
Since routing is based on SA data in HDARP+, both the
sender and the receiver can, based on the position of hostile
nodes, determine when different FEC codes should be used.
This means that the FEC code can be adapted automatically
and dynamically based on SA data.

Most of the results presented in this study are valid for any
type of channel noise. It is only the step from the channel BER
to the SNR that uses the Q-function, which assumes Gaussian
noise. This means that all results except Eq. (15), Eg. (16) and
Fig. 9 are valid for any type of channel noise.

The results presented here are based on explicit formulas
for exact probabilities (see equations (4) to (12), and Table Il
and Table V), making it possible to verify our results using
combinatorics and probability theory.

VII. CONCLUSION

This study fills a research gap concerning how dynamic
FEC coding can be used for avoiding detection by an
adversary. The use of SA (Situation Awareness) data in
HDARP+ makes it possible to automatically and dynamically
adapt the FEC code depending on the relative position of the
receiving aircraft and adversary aircraft. The protocol can be
implemented in software and no modification of the radio
hardware is needed.


https://github.com/Lars-Lundberg-bth/HDARP

The real-time requirements in airborne networks cannot
easily be met without table lookup for coding and decoding.
Due to table lookup, the FEC code must have short blocks,
such as the block lengths considered here (14-28 bits). The
performance of such short FEC codes have not been
thoroughly studied before. The use of table lookup relaxes the
requirements that there need to be efficient mathematical
techniques for encoding and decoding FEC blocks. This opens
new and useful possibilities for finding and selecting short
FEC codes, e.g., finding FEC codes using greedy searches.

Using exact probabilities and a Gilbert-Elliot channel
model, we have compared the performance of short RS codes
with short FEC codes found using greedy search (GS codes).
The RS codes are better at handling error bursts. However, the
GS codes are more flexible when it comes to finding a balance
between the code rate and the error correcting performance. In
most situations the flexibility of the GS codes makes them
more attractive than the RS codes.

The best choice of FEC codes depends on what trade-offs
between ability to avoid detection, code rate and memory
requirements that one is interested in. However, GS(14,3),
GS(17,5), and GS(23,7) provide attractive trade-offs. The
Python programs used in our evaluation are available on
https://github.com/Lars-Lundberg-bth/HDARP, making it
possible for researchers and designers of airborne networks to
verify our results and perform similar evaluations.
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